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Web

A PC

A Blackhole Exploit Kit
A

. Windows |IE Adobe Reader Flash Player Java

= A,

BlackholeExploit Kit: A Spam Campaign, Not a Series of Individual Spam Rumisgure 1
http://www.trendmicro.com/cloud content/us/pdfs/security - intelligence/white
papers/wp_blackholexploit kit.pdf
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System Tasks

View system information
ﬁ Add or remove programs
B’ Change a settings

Other Places

.‘a My Network Places
ﬁ My Documents
) Shared Documents

E} Contral Panel

security
Professionals
Network Inc.

— —
System folders
£ Windows Security Alert §|
(1 Shared Documents = My [ -
45 found =T
@ pyare foun @ e To help protect your computer, Windows Web Secure
Hard drive P/ Kit have detected Trojans and ready to remove them.
Efﬁ”_'_"a Hard drive {C:)
@ ?5 Sﬁvware Detected spyware and adware on your computer: Filename:
edilyl
Securi @ Adware.Win32.Winad noise.dat -
urity @ W32¥aha.B@mm emptyregdb.dat
_ . @ Magic DVD Ripper mpr.dil
MIUGS? Siemre kit @ Trojan-PSW.Win32.LdPinch.abm ieakui,dil
Security is affected by malware @ Trojan virtumonde SET3.tmp
(N e ¥ Trojan.Fakealert.355 country.sys =
Checking: DELSPACE.BAT
L Remove all ] [ Cancel J
=t
% C isi
b Your Computer is infected | g Spyware is software, which can gather information from user's computer
@ through Internet connection and send them to its creater, Gather
Name information can be passwords, e-mail adresses and all that data, which is
. important for you.
¥ Trojan Horse IRC

@ Adware.Win32.Look2me Spyware Critical

%) Trojan.Qoologic - Key Logger Spyware High

@ Trojan.Fakealert Spyware Medium

@ Trojan virtumonde Spyware Critical 8
-
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0-day
A 0-day
A 0-day
A 0-day
A IE 0-day CVE-2012 -4969
A 2757760
. http://technet.microsoft.com/ja -jp/security/advisory/2757760
A Use-After - Free
A MS12-063 2012 9
A IE Web
A Java7 0-day CVE-2012 -4681
A Java
A Java7 update7 2012 8
A OS Windows Linux OS X
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USB Autorun

A Autorun

CD-ROM USB

& -

N
autorun.inf autorun.inf
prog.exe

autorun.inf

4

prog.exe

prog.exe
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USB Autorun

UL 7128 (B
Co T ASEEIT A AL FEE RO T LA EN T
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Windows ISEFTS SEN{ERIE AT

T el o rH
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Jsa—- [T | = =
Micrazoft 1‘*—*.”’4:?2"-53‘]:%:-' ri‘-f".'l' B!

L\ EREERIEE
EEDENRID- - 1HER

A A=THDASA K Lg—%S
Windows FAFwE Fox B

A AR T VAR TR
< .

[ Ok | [ #Fetl

A Windows USB Autorun
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/ \ 00
..... foo.txt | | bar.d
..... bar.dll
Not Found

System32 Not Found
System Not Found DLL
Windows Not Found

Found !!
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A LoadLibrary DLL
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1.

2. System32
3. System
4. Windows
5.

6. PATH

A WinExec EXE
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1.
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3. Windows

4. Windows

5. PATH
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A
JVNDB- 2010 001999 Windows DLL 2010/08/26
JVNDB- 2010 000037 Lhaplus DLL 2010/10/12
JVNDB- 2010 000045 TeraPad DLL 2010/10/21
JVNDB- 2010 000047 Sleipnir Grani DLL 2010/10/22
JVNDB- 2011000010 Opera 2011/02/02
JVNDB- 2011000022 Picasa 2011/03/25
JVNDB- 2011000060 Windows URL 2011/08/10
JVNDB- 2012 000034 DLL 2012/04/24
JVN http://jvndb.jvn.jp/index.html
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- 0-day
- Stuxnet
DLL CWhDlllegallnDlISearch

http:// support.microsoft.com/kb/2264107/ja
EXE
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A Windows
A Users
A Administrators
. Vista 7 UAC
A
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UAC

A Metasploit Framework BypassUAC
A UAC

x>

H 2—H— Fho ==

@ ROTOITSACZOA 1 —5—ADESZFILETH?

> JOOSLE  LTARU IFc5—
EFEEHMDFEITT: Microsoft Windows
TOAS WMESFT: "Cr¥Windows¥regedit.exe”
. e "

(a) SEEHDIETR(D) | @B [ voam) |

:';hE

A BypassUAC UAC
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UAC

A ZeroAccess
A Flash Player InstallFlashPlayer.exe
A InstallFlashPlayer.exe DLL
InstallFlashPlayer.exe . DLL
A Adobe Flash Player Yes
, Low
. WPDNSE

0 you wan: to allow the following program to make

| | FXSAPIDebuglogFile.txt
InstallFlashPlayer.exe | ——oofij s 7cro Access will
mstm932dll execute this file . Pregrem same: Adobe Flash Playze

Ve'fied publithee Adobe Systems Incorporated

1anges to this computer?

t File or gin Haed dreve on this computsr
V' Show detads e % ]

Loads this dll, since it
exists on the current
directory

Lhange when these notificaticns sppoar

ZACCESS/SIREFEF Arrives with New Infection Techniquefigure2 figure3
http://blog.trendmicro.com/trendlabs security- intelligence/zaccesssirefefarrives with- new
infection-technique/ 29
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Windows

A DEP Data Execution Prevention

A Windows XP SP2
A DEP
A XP Win7
A
Return -to-libc  ROP
A ASLR Address Space Layout Randomization
A Vista XPSP2
A
A
A DLL ASLR
A ASLR Java6é msvcr71.dll

SafeSEH SEHOP
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EMET Enhanced Mitigation Experience Toolkit

A
A Windows
A DEP
A SEHOP
A ASLR
A
A Null
A EAT Export Address Table
A ASLR
A ROP v3.5 Tech Preview
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EMET Enhanced Mitigation Experience Toolkit

A
A EMET

UP

-
[8] Enhanced Mitigation Experience Toolkit

System Status

Data Execution Prevention (DEP)

Address Space Layout Randomization (ASLR)

Running Processel &)

Structured Exception Handler Overwrite Protection (...

<

)

<

Application Configuration

File

Applications

App Name NulPage MandatoryA...
AcroRd32.exe
EXCEL.EXE
iexplore.exe
POWERPNT.EXE
WINWORD.EXE

wmplayer.exe

HeapSpray BottomUpA...

<]
<]
<]
<]

EEREEE
EEREEE
EEEEE
EEREEE
EEREEE
EEREEE
EEREEE

[Process D | Process Name DEP

392 IMECMMNT U
3740 mdm @
980 svchost @
1520 iexplore @
780 svchost @
1764 HostStorageService ()
30948 almail @
3616 EvitEng ()
1168 taskhost @
4908 POWERPNT o
3528 DCPButtonSve o

[ Configure Apps |
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SRP

A SRP

Windows \

PDF

~— /
http://www.st.rim.or.jp/~shio/winsec/srp/
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AppLocker

A Windows 7 Ultimate Enterprise Windows Server 2008
R2 SRP
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Windows
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A PowerShell AppLocker
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UAC

A Vista UAC
A

A Windows 7 UAC
A

A BypassUAC

UAC MAX

A XP
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Catch, Patch, Match

A DSD

A Catch
A Patch 0S
A Match

mitigates

malicious software with a whitelist.
at least

I:at(:lll your operating system and applications. ‘

8 the right people with the right privieges. | of targeted
cyber intrusions

Y
L
)
o
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U
ot
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o
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Catch, Patch, Match video http://dsd.gov.au/videos/catch- patch- match.htm
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-~ EMET
5 SRP AppLocker

R or UAC
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Any Questions ?
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